
 
AP KEENAN & ASSOCIATES 

 
DATA SECURITY & RECOVERY POLICY 

 
It shall be the policy of the Organization of Self-Insured Schools for Property and Liability (the 
Authority) to have the Authority’s data stored in a secure environment in accordance with the 
following standards: 
 
1) Non-Electronic Documents 

All Non-electronic data/documents 18 months or older to be scanned and electronically 
warehoused at a secure location separately from the administrators. 
     OR 
Non-electronic data/documents (Originals) warehoused at a secure location separate from the 
administrators, until destroyed in accordance with the Authority’s Records Retention & 
Destruction Policy & Procedure. 
 

2) Electronic Documents 
The Authority’s electronic data/documents must be handled by all providers in a secure 
environment in accordance with the following processes, policies, and standards: 
 
a) Establish and maintain a comprehensive General Computing and Security Policy that: 

• Clearly states the responsibilities of personnel with regard to appropriate use and care for 
the Authority’s data 

• Clearly defines a strong password policy and supporting standard 
• All personnel have attended security awareness training 

 
b) Maintain appropriate security checks and balances for the environments through: 

• Complete security assessment and remediation, by industry respected third party 
• Annual computer system vulnerability assessments 
• Appointed Compliance Officer and Information Security Team 
• Maintaining Authority documents in an imaged and Optical Character Recognition (OCR) 

indexed system with searchable database 
 

c) Maintain secure operations involving Authority data by: 
• Provisioning servers that are built to a secure standard and housed in a physically secure 

location as described below 
• Maintaining centrally managed and administered access rights for access to network 

resources, applications, and data, that restrict access based on needs and appropriate 
approval 

• Using only secure file transfer protocols and/or Pretty Good Privacy (PGP) encryption 
for any external file transfers of “sensitive” data 

• Deploying and maintaining antivirus and anti-malware systems for servers, desktops, and 
laptops 

• Deploying and maintaining hard drive encryption on all desktop and laptop endpoints 
• Deploying and maintaining an effective anti-spam system for email to limit the attack 

vectors available to malware and viruses 






